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these data, within the system
that generates them, to inform
treatment choices in ways that
improve patient care and health
outcomes. Imagine entering
your office in the morning and
finding an e-mail message read-
ing, “Thanks to your new vacci-
nation screening program, as of
yesterday your practice had given
120 more vaccinations than simi-
lar practices had.” Or “As com-
pared with the period before your
network’s implementation of the
new policy of referring patients
with atrial fibrillation to the an-
ticoagulation center, seven strokes
have been averted, but two addi-
tional upper GI bleeds have oc-
curred.” Or even “Judging from
her track record and the charac-
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teristics noted in her medical rec-
ord, there is an 80% likelihood
that Patient C, whom you are
about to see, will not fill her pre-
scription for an antihypertensive.”
In theory, such ongoing struc-
tured learning based on routinely
collected data could seamlessly
augment the knowledge physi-
cians have gleaned from their ex-
perience, which involves the same
patients and more detailed obser-
vations but is less formal in its
evaluation processes and more
likely to be subject to unintended
bias.2

Two key “learning” applications
of big health care data that hold
the promise of improving patient
care are the generation of new
knowledge about the effectiveness
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of treatments and the prediction
of outcomes. Both these func-
tions exceed the bounds of most
computer applications currently
used in health care, which tend
to offer physicians such tools as
context-sensitive warning mes-
sages, reminders, suggestions for
economical prescribing, and re-
sults of mandated quality-improve-
ment activities.

Physicians currently struggle
to apply new medical knowledge
to their own patients, since most
evidence regarding the effective-
ness of medical innovations has
been generated by studies involv-
ing patients who differ from their
own and who were treated in high-
ly controlled research environ-
ments. But many data that are
routinely collected in a health
care system can be used to evalu-
ate medical products and inter-
ventions and directly influence
patient care in the very systems
that generated the data.
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To facilitate such learning,
analytic tools with several key
characteristics will be required.
First, we need methods that en-
sure that the patient groups be-
ing compared are similar to one
another, so that analysts can be
sure they are actually studying
the effects of care interventions
rather than variation in the under-
lying severity of disease; propen-
sity-score methods, which simul-
taneously account for many patient
characteristics, have proved to
robustly reduce confounding bias-
es in studies using health care
databases.

Second, most aspects of the
analyses need to be automated
without loss of validity, so that
many research questions can be
answered simultaneously and the
number of matters investigated
can grow as demand increases
for quantifying the effectiveness
of care. Extensions of propensity-
score methods have been devel-
oped for automatically adapting
to new data sources and reduc-
ing confounding.

Third, once analyses have been
automated, they should be able
to be repeated in rapid cycles
tied to data refreshes, which may
occur as often as every 24 hours.

Fourth, such software should
be easy enough to use that users
with little training can set up a
learning system fairly quickly
and avoid typical pitfalls of data-
base studies that hamper causal
interpretations of results — such
as failures to designate the tim-
ing of the start of treatment and
the onset of outcomes, to ensure
comparison of similar patients,
and to adjust robustly for con-
founding without adjusting for
factors that lie on the causal
pathway between exposure and
outcome. Most important pitfalls
can be avoided with fairly obvi-

ous approaches — for instance,
by studying patients who have
been newly exposed to a given in-
tervention and comparing them
with patients newly treated with
the next best alternative, assess-
ing patients’ characteristics be-
fore the intervention was started,
and refraining from adjusting for
patient factors that arose after the
exposure in question began.?

Finally, results from such
analyses need to be presented in
an easily digestible form for a
busy clinical audience and fur-
ther interpreted for patients.

All these components of ana-
Iytics have been developed, yet our
health care system has not been
able to systematically integrate
them into its work to establish
an ongoing learning-and-improve-
ment process. The collection of
more data has so far not trans-
lated into the generation of more
actionable insights into the best
ways of treating the patients who
are the sources of those data.
Given widespread agreement that
an effective learning health care
system is desirable, why aren’t
we closer to that goal?

One major impediment is the
underuse of existing uniform data
standards for electronic medical
records. We therefore need ana-
Iytic approaches that embrace the
data turmoil by relying less on
standardized data items and hav-
ing the capacity to process data
in any format. Of course, the ex-
posures and clinical outcomes of
interest must be clearly identifi-
able, but for the detailed charac-
terization of patients’ health states,
which is the foundation for im-
proved control of confounding
and for making valid inferences,
standardized measurements may
not be necessary. Well-measured
proxies of a patient’s health state
— for instance, the use of sup-
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plementary oxygen as a proxy for
very poor health — can often do
as well as complex clinical mea-
sures in the prediction of health
outcomes. Algorithms can be
created to identify such proxies
empirically in the data at hand
through their observable associa-
tions with disease outcomes and
then to use those proxies for ad-
justment. This approach does not
require a specific medical inter-
pretation of the proxy factors
and can therefore work without
the need for data standards and
so be implemented rapidly. Such
methods have been shown to
perform well in studies using
health care databases.

Many available data currently
reside in separated silos. For ex-
ample, detailed genetic informa-
tion is often stored not in the
medical record but rather in sep-
arate research databases with re-
stricted access — a lack of link-
age that’s attributable not to
technical difficulties but to pri-
vacy concerns.* Absent a consen-
sus on a resolution for the privacy
impasse, we need to accept that
portions of patient data will be
physically distributed over sever-
al databases. In order to conduct
multivariate-adjusted analyses, we
require better methods for ex-
tracting patient information from
these distributed databases with-
out making patients identifiable
in the process. Such distributed
analyses are cumbersome to im-
plement and should be made part
of an evidence-generation platform
for easy reuse.

Even if such improvements can
be made, interpretations of find-
ings from observational studies
using secondary health care data
will continue to encounter dis-
trust.> Although analytic tools
such as propensity scores can help
to reduce confounding bias, con-
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cerns about causal interpretations
remain. Randomized studies em-
bedded in routine care that as-
sess patient outcomes by means
of electronic medical record da-
tabases are cost-effective and re-
duce residual imbalances in pa-
tient characteristics
at the start of a
study. The Patient
Centered Outcomes Research In-
stitute recently launched a major
initiative to build a nationwide net-
work of health care systems that
will use their infrastructure for
such pragmatic randomized trials.

Ultimately, a key to success in
learning from big health care
data will be to remain focused
on our ultimate goal: gaining ac-
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tionable insights into the best
ways to treat the patients in the
care system that generated the
data. If we work backward from
this goal, agreeing on the right
analytic methods and the neces-
sary data will be manageable
steps, and together we’ll be able
to negotiate the critical issues of
data privacy and standardization.
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hildren with muscular dys-

trophy and their families
make sacrifices to engage in
clinical research studies, provid-
ing valuable data they expect will
contribute to the discovery of a
cure, although they know it may
not be found in time to help
them. This message was empha-
sized at a recent meeting orga-
nized by the Institute of Medi-
cine, where clinical investigators
and study sponsors were im-
plored to share research data to
fulfill their moral obligation to
maximize the chances that pa-
tients’ contributions translate
into therapeutic advances.

The urgent need to build col-
laborative networks dedicated to
data-sharing principles was also
underlined at a recent summit on
dementia held by the Group of
Eight industrialized countries. In
fact, the failures encountered in
targeting beta-amyloid for the

Fostering Responsible Data Sharing through

Rebecca Kush, Ph.D., and Michel Goldman, M.D., Ph.D.

treatment of Alzheimer’s disease
have led several companies to be-
gin collaboratively developing in-
novative study designs requiring
extensive data sharing.

Unfortunately, the diverse
ways in which data are collected
and reported in clinical studies
make it difficult or impossible to
query across data sets, pool and
share data, or integrate data for
analyses of multiple trials to
gain new scientific insights. Yet
these problems can be resolved
through the use of standard data
formats, and the best outcomes
would be achieved if data stan-
dards were adhered to from the
start — within the electronic
health record (EHR).

In 1999, the Mars space orbit-
er exploded when incoming data
were misinterpreted: they were
assumed to be in SI units when
they were actually in U.S. custom-
ary units. Without the relevant
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Standards

metadata, such confusion is in-
evitable. Units and other meta-
data are critical in medical re-
search as well. Standard data
and metadata formats are re-
quired for efficient aggregation
of patient-level data, trustworthy
statistical analyses, and accurate-
ly informed clinical decisions.
When such standards are not im-
plemented by all parties at the
outset of research studies, pre-
cious information is lost or, at the
very least, time-consuming man-
ual mapping or computer pro-
gramming is needed to render
data comparable.

Data related to cognitive de-
fects in Alzheimer’s disease are a
classic example. Although there
is an Alzheimer’s Disease Assess-
ment Scale for testing cognition,
various study sponsors use this
questionnaire in various ways,
preventing accurate comparisons
among studies or among patients
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